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i ENTRODUCTION

Policy Objective

g,

11 A Federdd Court Warmnt issued under Pant 11 of the CSES At empowers the Servive 1o colluet
infurmation through 1he interception of private conmunications.

L4t s incumbent on the Service to comply with the terms and conditions of the warrant; with
restrivtions amd controls imposcd by the Minister; and to account for its actions in that regard.

Scope
1.2 This palicy establishes guidetines for the processing und disclosure of information obtained
Ihrough the intereeption of private communication pursuant 10 a section 12 of the CSIS Agt invesligation,

s authorized by & Federal Court Warrant.

Authorities

13 CsIS A

1.4 Ministerial Dircction on: Tape Retention (April 10, 1991)

CSIS - RCMP Muemorandum of Undcrxlanding.-

2 PRINCIPLES

Risks

21 Section 12 ol the CS18 Agt permits the Service to cotleet information and intelligence to the
extent that it relates W activities that may on reusonable grounds be suspuected of constituting threats 1o
the seeunty of Canada, -

12 Part Hof the U818 At enables the Service to imake an applit:'aliun to ublain a wareant lor the

purpose of intercepting private communications when it believes, on reasonable grounds, that the warram
15 required o enable the insestigation ol a threat o the security of Canada.

n

T

23 Ihe intereeption of private communications is one of the mwst intrusive investigative lechnigues
wtilized hy the Service therefore it is incumbent upon the Service 10 ensure communication intereept
praciices impaiz individual privacy as litthe as possible.

L.

24 Fmployees involved in processing information and intelligence collected under the authority of
Section 21 amust comply with the terms and comditions of the Federal Count Warrant as wetl as any other

!

-, J
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restrictions or condilions impased by the Solicitor General,
2.5 Purd party intercepts must he destroyed o crased at the earliest practical opportunity.

2o Imercepted communications must be processed as soon as possible and practical, with due regard
1 the nature of the particular investigation and threat.

27 Intelligence refating 1o the investigation of threats to the security of Canada may be retained in
vriginal recording, verhatim transcripts or summary format, depending on invesligative necessity or
practical circumsiances,

28 Intercepted material shall be kept for s minimum of ten { 10) working days but no fonger than
thirty (3() working days afler processing, )

19 Imm:eptu} communications may be retained for more than 30 days after processing only when it
is deemed necessary to the conduet of an investigation. ‘

vl 1 designated must approve the request to retain communications
intereepts processed within the nit. '

9.2

approve the request Lo retain .
communication intercepts obtained by other means. (see Section 4.)

kR FUNCTIONAL RESPONSIBILITIES

Director General, Operstions Support Branch

1 The Director General, Operations Support Branch (OS) is responsible for the policy direction
and coordination of Service programs for warrant scquisition and control,

multilingual translaion, nd
communications intelligence production.

Regional Directors Geners) -

32 Regional Dircetors General are responsible for etfecting communication interceptions within the
Region an compliance with the Federal Court warmant, Ministerial Direction and Serviee policy.

g )
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15 The nducts comptiance and quality control audits nl’_
Sections, and coondinates in-house I training courses.

\\

4. SPECIAL CIRCUMSTANCES

Warrant -
41 A Federal Court warrant may empower the Service to conduct non- electronic communications
Intereepls, btain records well as electironic communication
tlereepIs.

Intercepts

N\
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responsability contre,

General Principles

4.4 Material cotlected in these special circumstances is subject to the general principles and retention
standards ol this policy.

NOTE: The method of processing will depend on the type of communication intercepted.

4.5 Regional Wamant Coondinators are responsible for monitoring the execution of powers involving
spectal circumstanee communication intercepts, and maintaining the nevessury reconds to ensure
nmpll.mu: with the ml.:hhshg:d gmdelmes ‘

5. INTERCEPTIONS INVOLVING A SOLICITOR,OR A S{)l ICITOR'S EMPLOYEE AT
A SOLICITOR'S OFFICE (hereafter referred to ss “solicitor™)

51 I'he Federal Court, when authorizing warmrants, specifies conditions the Service is vblignted to
folow when taved with an intercepted communication involvi ing a solicitor.

\.

_ 1

52 Where a party 1 an intercepted communication is a solicitor. —hnii
nwake an initial determination as 1o whether the communicalion relates 1o a theeat 1o the seeurity of
Canada,

521 Where the communication is deemed not refated to a threat. it shall be destroyed or vrused at the
carliest practical opportunily; and,

3.2 Where lhcmlicves the communication may relate to a threat, the
comrncation shil be forwa 10 the Regional Director General.

Restricted
sl An tercepted communication insulving a solicitor requiring a detemmination by the Regivonal
Lhrector General, shall remain in its original format. or in a iranslated sumary version without wides
listribytiesn.

.30 ACSolicitor Communication I'unn_nusi accompany the communivation requiring the
determimation.

Regional Director General . \
REPLACES Paga 4 of 9 1998-12-0t
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| I he Regional Director General imust review the communication and decide of it relates to a threat
and shall be retained.

Records
55 Adesignated person in cach Region shall be responsible for maintaining a record of the
disposition ol all Solicitor ¢ommunications where the Regional Director General has made a
determination.

6. INCIDENTAL (SPIN OFF) INFORMATION

6.1 - Under subsection 142) of the CSIS Agt, the Service may retnin, for the pumose of disclosure,
mlunmlmu which:

-- . may be used in the mvcsugatlun of prosecution of an nlieged contravention of any Iaw uf Canada
) ] pnwmu.'

-- rclates to the conduct of the intemational affairs of Canada:
-=  relades fo the defense of Canada; or
-- . relates to the publie interest as determined by the Solicitor General.

1

6.2 Incidental information retained under subsection 19(2) of the CSIS Act shall be reported 1o the
appropriate vperational branch.

6.3 Refer 1o OPS-6U1 to OPS-603, Disclosure of Operational Information and Intelligence, for pulicy
governing the disclosure of information retained under subsection 19(2) of the CSIS Agl.

7. ANSISTANMCE TO THE RCMP

7.1 Assistance and cooperation with the RCMP is govemned by a MOU hetween the Service and the
ROMP and is reflected in OPS-601 to OPS-603, D’ﬁ.losnre of Operativnal Information and
Intelhigence™.

72 Through the Liaison Officer program, the RCMP has access to all CSIS information, except:

- mformation provided to the Service which prohibits disclosure to a third party; and.

- mformation that identities a source.

A

\
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Access to Communications ntercepts

T3 The ROMP niay, based on information disclosed to them by the Service, request access 1o the
refevant communications intereept to ascertain i there may be further material which could relate 1o 4
criminal investigation,

T3 the ROMP has ten working days, after the intereepied communieation has heen processed, to
revuest further access w the interception to identify intelligence which may be suitable for investigative
leads. ARer this time the intercepted material may be destroyed.

7.3.2  Intercepted commusicitions shared with the RCMP must be destroyed after thirty (30} working

-days.

733 Should the RCMP request an extension of the retention period, the Regional or Branch DG may
agree to a further exfension: '

734 Arvcond must be maintained of all intercepted communications shared with the RCMP.

Serlous Crime
74 In exceptional circumstances. where the RCMP. when performing their duties under the Seeyrity
Offencys Agl, are unable to oblain their own independent evidence, they may request access 1o

cammunications intereepts held by the Service.

741 The following criteria, cstablished in the Memorandum of Understanding (MOU) between the
Service and the RUMP, shall be uscd to assess what are exceptional circumstances:

.- the serivusnvss ol the crime;
- the imponance and unigueness of the information; and,

- the potemial cffects of disclosure on CSIS sources of infonmation, methods of uperation and
third-party refations. -

73 When requested by the ROMP 1o retain information that meets the above criteria,
w person designated must ensure an accurate copy of the communication is made.

151 Requusts to retain intercepled communications collected under circumstances as Jesernibed in
Sechon 4. Speviid Cireumstances, must be brought 10 the attention of the [ Yeputy Director, Operations
1DDOL Tor o decision,

T For possible use in future judicial proceedings, lhc_r person designated niust
verily the aceuracy of the copy, when possible, against the onganal communications miercept and must

nlenuify the eopy by target name, date und time of the interception as well os the time and Jate the copy

! \ .
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Wiy inde,

T4 The copyand iy accompanying translated sumimary must be stured in a place where aceess is
lamited 1o the rperson designated (ie; a cabinet rated Yor voring Top Secret
matertal}h

=7 Where the RUMP intend to present the communications intercept as evidence, the recording must
b retained by the Service for a time mutually agreed upon by the Service and the RUMP.

7X Where the communications intercept infurmation relates to serious criminal activity, unrelated to
at thread to the security of Cannda, the same procedures as 7.6 shall apply: however, the recipiemt of the
information will be the police of jurisdiction,

78.1  Fhe communication will pnly be netained until ita potential use has been decided upon in
vonsulistion with vificials of the Office of the Altorney General of Canada,

\ ,
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OPS-211 PROCESSING OF MATERIALS OR COMMUNICATION INTERCEPTS
COLLECTED UNDER WARRANT - SECTION 12

M‘ =]

1. INTRODUC THON
Ohjecihve .

1.1 Fo manage the proeessing of materials or communication intercepts collecied under wurrants
issued pursuant 1o sections 12, 21 and 22, CSIS 4ol

Scope

0
i
B

i.2 Tv provide direction on Ihc lﬂd!y‘lt reporting, retention or destruction of materialy or
communication infercepts.

\uthorities and References

§ S SIS et

1.4 Security Offences Aot

1.5 Memorzmuda of Understanding ( MOU):

1 CSIS-REVE NU!: CANADA, (Taxation) (August 1987) Canada Revenue Agency
tfonnerly Resenue Caninda)

il

i) CSIS - RCMP, {April 1990)

iii)  CSISLCSE Section 12 Operations, (November 1990)

1.6 UPS-211-1, "Procedures - Processing of Solicitor - Client Materials or Communication
fotereepis™

E 1.7 OPS-211-2, "Procedures - Processing - Retention * Disposition of Matenals Collected Under
5 Worerant - Section 127

I8 OPS-211-1, “Procedures - Transfer © Retention * Dispasition of Communication Intercepts -
Seetion 127

E v OPS-2H 4, “Procedures - Incidentally Collected Communication Intercepts - Section 127
L OPS21-A Procedures « Security Offences and Criminat Offences - Section 12°

LI OPS-301, "Ogperativnal Reporting™

F1Y 0 OPS-601, " Authorizal Disclosure of Operational Information or tnrelligence - General”

LEY  OPS602, " Disclosure of Security information or Inlcllig}mi

Page 1 vl §
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L3 OPS-6L, “Disclasure of Operational Information or Intelligence - Caveats”™

115 SEC-02, - Physical Safeguanding of Information”

Deflnitions

1 18 Communication intercept: Oral ur telecommunication intercepls processed h)-

1.1Y  Incidentally collected information: Any communication intercept of o person other than the

! target obrained pursuant to a warrant.

120 Iinformation: Materials, communication intercepts or data from any source which has not been
analysed bur may produce intelligence, once processed. | . .

.21 Long Term Reteatlon (LTR): The retention of materials or communication intercepi(s) after
the expiration date of the warrant, for security and imelligence purposes consistent with the “sirictly
necessary” regquirement.

1.2 Materials: ltems

hy
Coordinator {(RWC) o

collected”
eonal Warrant

1.23  Need-to-know: The principle wherchy employecw/consultanta/contractors are provided with
access to classified or designated information to properly carry out theis current duties or responaibilities.
Employecs consultants-contriciors must be satisfied of their legitimate nceed-10-know before seeking
aceess 1o classilied or designated infonnation, Before providing another person with aceess to classilied
or designated information. employeev/consultanty/contractors must be satisfied of that person's legitimate
necd-to-know. (SEC-402, “Physical Safeguarding of Information™)

124 Processing: Mothod by which materials or communication intercepts are analy sed to determine
1 they sre 1o be reported. retained :indior destroyed.

1.5 Retentlon: he holding or storage of matenials, communication intercepis or data from any
wwpree, more than M) days up 1o the expiration date of the warrant.

126 Solichtor-client infornation / communication: Any malerialy or communication intereepts of a
contidental nature, hetween a client and a solicitor or any person employed in a solicitor’s vilice,
dircetdy related to the secking, formulating or giving of legal advice or assistance.

1, RESPONSIBILITIES

Deputy Direetor Operations

21 Vhe Deputy Director Operations {DDOY will issue fpulk,{ln ensure complianee with the ferms

[
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Aamd conditions of the warrant and Ministerial Direction,

22 Fhe DO or designate will:
1 apprne the further retention of materials or communication inereepts coltected under a
warrant which has expired and has not been renewed: and
i) identify investigations and’or warrants wherein Long Ferm Retention (L TR) will be
sl

Direetor General, Operntions Support

23 he Director General, Operations Support (DG 08S), issucs procedures for the processing of
materials or communication intercepts obtained under the authority of a warrant.

24 s respunsihie
for:
i) reviewing the handling of maierials or communication intercepts obtained under wirrant;
i) res iewing compliance with the terms and conditions of the warrant, Ministerial Direction

and Service policies; and

\‘ 4
iii) advising Regional Directors General (RDGO) regarding best practices and the
management of material or communication intercepts collected under warrant.

Directors General
25 Directors General { DGs) or designate are responsible for:
i ensuring materials or communication intercepts collected pursuant to a warrant are

processed in compliance with the terms and conditions of the warmant, Ministerial
Direction and Service policy;

i) ensuring employces respongible for processing materials or communication intercepts
hav e read the warmant, the affidavit and the lerter of instriction from th
i) derermining the disposition of solicitor-clicnt materials or communication infercepts:

") reviewing incidentally collected information;

V) determining the disposition of imaterials or communication intercepts in relation to the
Secwnity Offences Aot and criminal offences:

1) approving the retention of materials or communication intercepis when held for more
than 30 calendar days atter processing,

v} approving the retention of unprocessed ma\{ials when held for more than 90 calendar

Page 3ot 5
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x} cnsuring that compliance and quality canirol reviews are performed.
26 The is responsibie for performin

compliance:
within 90 calendar days of executing the powers of & warrant [0 confirm:

3] employees have read the warrant and undersiood the terms and conditions imposed by
the- wamrant;

* i) written tasking and priorities were prowded to employees within 30 calendar dﬁys of
exceuting the powers of the warrant:

iii)  materials or communication intercepts are being processed within policy rime frames;

iv)  opemtional reports conform with the terms and conditions of the warrant, written 1asking
and priorilies, and Service policy; and

v) compliance with the terms and conditions of the warrant, Ministerial Direction, and
Service policy and procedures.

261 Tht-'i" report findings of the compliance and quality control review to the RDG or

designate.
Reglonal Warraat Coordinator
27 The Regional Warrant Coordinator (RWC) is responsible for:

i) —maintaining of

ing approval
designations

it) iraeking and reeonding of powers executed, including:

e} matenials collected, processed, retained or disposed transmitied (OPS-211-2,

“Progcedures - Processing / Retention / Disposition of Materials Collected Under
Warrant - Section 127)

h communication intercepts collected, retained or disposed/transmitted (OPS-211-
3, "Procedures - Fransfer/ Retention/ Dispuasition of Communication inlercepts
- Section 12

A
| N\
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3. PROCEDURES

il Procedures conceming solicitor-client materizls or communication intercepts are located in OPS-
211-1 “Procedures - Processing of Sulicitor-Client Materials or Communication Intercepls™

32 Procedures conceming materials collected pursuant 1o a warrant are located in OPS-214-2,
“Procedures - Processing / Retention / Disposition of Materials Collected Under Warrant - Section 12™.

13 Procedures concerning communication intercepts collected pursuant to a warrant are located in
OPS-211-3. “Procedures - Retention / Disposition of Communication Intercepts - Section 12,

14 Procedures concerning incideniaily collected communication intercepts are located in OPS-211-
4, "Procedures - Incidentally Collected Communication Intercepts - Section 127,

15 Procedures concerning security or criminal offences are located in OPS-211-5, “Procedures -
Seeurity Olfences and Criminal Offences - Section 127,

Pree Sof §
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OPS-211 PROCESSING OF MATERIALS OR COMMUNICATION INTERCEPTS
COLLECTED UNDER WARRANT - SECTION 12

i INTRODUCTION

Objective

1.1 I'v manage the processing of materials or communication intercepts collected under warrants
issued pursuant to sections 12, 21 and 22, CSIS et

Scope

1.2 To pmwde direction on the analysis, rcpomng. retention or destruction of materials or
comniunicalion intercepts.

Autherities and References
‘1.3 CSIS Act
1.4 Security Offences Act
1.5 Mumoranda of Undmthnding {MOU):

i) CSIS-REVENUE CANADA {Taxation) (August 1987) Canada Revenue Agency
{tformerly Revenue Cunada) '

i) CSIS - RCMP, (April 1990)

itiy  CSIS-CSE Section |2 Operations, (November 1990)
1.6 OPS-211-1, "“Procedures - Processing of Solicitor - Client Information / Communication™
1.7 OPS-211-2, "Procedures - Processing / Retention / Disposition of Materials Collected Under
Warrant - Section 127

I.N . OPS-211-3, “Procedures - l'r:mst'er/ Retention  Disposition of Communication [ntercepts -
Section 127

(R OPS-211-4, “Procedures - Incidentally Collected Communication Intercepts - Section 127
110 OPS-211-5, “Procedures - Security Offences and Criminal Olfences - Section 12"
.11 ©PS-501, “Operational Reporting”™

.12 0PS-601, "Authorized Disclosure of Operational Information and Intelligence - General™

1Y OPS-602, Disclosure of Security Infprmation or Intelligence”

OPS-603, “Disclosure of Operational Intormation or Intelligence - Caveats™

ra



OPS-211 Operations Policies and Procedures Seeret-
06-05-01

115 SECH0Q, “Physical Safeyuarding of Information™

Definitions

ommunication intercept: Oml ur lelecommunication intercepts processed by _

1.19  Incidentally collected information: Any intercepted communications of a person (s) other than
the target (s) obtained pursuam to a warrant,

1.20  Information: Malerials, communication intercepts or data from any source which has not been
analysed but may produce intelligence, once processed.

1.2  Long Téerm Retention (LTR): The retention of materials or communication intercept(s) afler
the expiration date of the warrant, for security and intelligence purposes is consistent with the “'strictly
necessary™” reguirement. _

(.22 Materials: ltem:

1.2} Need-to-know: The principle whereby employees/consuliants/contraciors are provided with
actess to classified or designated information to properly carry out their current duties or responsibilities.
Employecs/consultants/contractors must be satisfied of their legitimate need-to-know before seeking
avcess lo classified or designated information. Before providing another person with access to classified
or designated information, employees/consultants/contractors must be satisfied of that person's legitimate
need-to-know, {SEC-402, “Physical Safeguarding of Information™).

1.24  Processing: Mcthod by which materials or communication intercepts are analysed to determine
i1 they are to be reported, retained and/or destroyed.

.25 Raw Product: Unprocessed product in its original state,

1.26  Retentlon: The holding or storage of materials, communication intercepts or data from any
source, more than 30 days alter processing or up to the expiration date of the warrant.

1.27  Solicitor-client information/communiestion: Any materials or communication intercepts 0! =
confidential nature, between a client and a solicitor or any person employed in a solicitor’s oflice,
directty related 10 the seeking, formulating or giving of legal advice or assistance.

5 RESPONSIBILITIES

Deputy Director Operations

i

21 The Deputy Director Operations (RDO) will issue policy to ensure compliance with the terms
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and conditions of the warmat and Ministerial Direction specific 1o the warrant.
A Ihe DX or designate will:

1 approve the Long Term Retention (L TR) of materials or communication inlercepts
collected under o warrant which has expired and has nut been renewed; and

if) identify investigations and/or warrants wherein LTR wi g vize HQ and
Regional Dircetors Generals {RDGs) with a copy to
Y  ciate is responsible for

i) issuing procedures for the processing of materials or communication m!em:p!s obtained
under the authority of a warrant;

[
LY

ii)  advising RDGs regarding best practices and the management of material or
: communication intercepis collected under warrant, :

iii) reviewing the handling of materials or communication intercepts obtained under warrant;
and

iv) reviewing compliance with the terms and conditions of the warrant, Ministerial Direction
and Service policies.

Directors General
2.4 Directors General (DGs) or designate are responsible for:
i) cnsuring materials or communication intercepts collected pursuant to a warrant are
processed in compliance with the terms and conditions of the warrant, Ministerial

Direction and Service policy;

i) cnsuring employees responsible for processing materials or communication intercepts
have read the warmant, the atTidavit and the letter of instruction from the H

i) determining the disposition of solicitor-client materials or communication intercepts;
iv) reviewing incidentally collected information;

v) determining the disposition of materials or communication intercepts in relation to the
Secarity Offences Act and criminal offences:

\i) approving the retention of materials or communication intercepts when held for more
than 30 calendar days alter processing;

vii)  approving the retefiion of unprocessed materials collected by -egiunal
Warrant Coordinatoravhen held for more than 90 calendar days;



“performing compliance and quality control reviews
Hvi!hin 90 calendar days of executing the powers of a watrant to confirm:

OPS.211 Operations Poiicies and Procedures Seerer
2006-05-01

i%) designating a

and -

X) ensuring that compliance and quality control reviews are performed.

2.5 The

i) cmployees have read the warmant and understood the terms and conditions imposed by
the warrant;

i) written tasking and priorities were provided to employées within 30 calendar days of
: executing the powers of the warrant; .

i) materials or communication intercepts are beiﬁg processed within policy time frames;

iv) operational reports conform with the terms and conditions of the warrant, written tasking
and priarilies, and Service policy;: and

v) wmphnnce with the terms and conditions of the wnrrant Ministerial Direction, and -
Service poilcy and procedures.

2.5.1 'rhc-vill repon findings of the compliance and quality control review to the RDG or
designate.

Regional Warrant Coordinstor

206 he Regional Warrant Coordinator (RWC) or designate is responasible for:

i) maintaining information on powera and conditions for all warrants including approval

i) tracking and recording of powers executed, including:
1) malerials collected, processed, retained or disposed/transimiited (OPS-211-2
“Procedures - Processing Retention/Disposition of Materials Collected Under
Warean - Section 12°) R

b) communication intercepts collected, retained or disposed/transmitted (OPS-211-
3. "Procedures - Transfer/Retention Disposition of Communication Intercepts -
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LR PROCEDURES

R K| Procedures conceming solicitor-client materials or communication intercepts are located in
OPS-211-1 “Procedures - Processing of Solicitor-Client Information / Communication™,

12 - Procedures concerning materials collected pursuant to a war';am are located in OPS-211-2,
“Procedures - Processing / Retention / Disposition of Materials Collected Under Wammant - Section 127,

1) Procedures conceming communication intercepts collected pursuant to a warrant are located in
(PS-211-3, "Procedures - Retention / Disposition of Communication Intercepts - Section 12",

34 Procedures co\fweming incidentally collected communication intercepts are Jocated in OPS-211-
4, *Procedures - Incidentally Collected Communication Intercepts - Section 12",

ﬂ 35 Procedures concerning security or criminal oifences are located in OPS-21 1-8, “Procedures -
© Sevurity OfTences and Criminal Offences - Section 12%.




